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1. Girim ve Mimari Genel Bakmm

1.1 802.1X Nedir?

IEEE 802.1X, am cihazlarmna erimim 6ncesinde kimlik domrulama zorunlulumu getiren bir port tabanim
erimim kontrol standardmdmr. Kablosuz (Wi-Fi) ve kablolu (Ethernet) amlarda calmmmr. Bir istemci ama
bamlanmaya calmmtmmmnda, switch veya Access Point bu istemi domrudan karmmlamaz; kimlik
domrulama trafimini bir RADIUS sunucusuna (bu senaryoda NPS) yonlendirir. RADIUS sunucusu
domrulamaym yapar ve erimime izin verir ya da reddeder.

Supplicant EEEEEEE Authenticator EEEEEEE Auth Server (NPS/
(m stemci) PC / EAP over LAN [ (Switch / AP) Network | RADIUS UDP RADIUS) Windows
Laptop (EAPOL) Device 1812 Server

mekil 1 — 802.1X Ug Bilem en Mimarisi

1.2 EAP-TLS vs PEAP — Neden Sertifika Sectik?

Ozellik PEAP-MSCHAPv2 EAP-TLS (Secilen)

m stemci Kimlik Dom rulama Kullanmcm adm + Parola X.509 Sertifikasm
Sunucu Kimlik Dom rulama Sunucu Sertifikasm Sunucu Sertifikasm
Parola Ele Gegirme Riski Yiksek (offline brute-force) Yok

Sertifika Altyapm sm Gereksinimi Sadece sunucu Sunucu + m stemci
Yonetim Karmammkimmm Dum Uk Orta (GPO ile otomatize)
Guvenlik Seviyesi Orta Yuksek (6nerilen)

[0 Best Practice: EAP-TLS, sertifika tabanlm kimlik dom rulama sayesinde parola guvenlimi
sorununu ortadan kaldmrmr. AD CS + GPO autoenrollment kombinasyonu ile istemci sertifikalarm
otomatik dam mtm [mr, yonetim yukd minimumdur.

1.3 Ortam Bilgileri

Bilemen Detay

Domain ortakvy.local

CA Sunucusu Windows Server 2019 — Enterprise Root CA
NPS Sunucusu Windows Server 2019 (CA ile aynm veya ayrm)
m stemciler Windows 10/11 — Domain Member
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Wireless Infrastructure 802.1X destekli Access Point'ler
Kablolu Infrastructure 802.1X destekli Cisco Switch'ler
Sertifika Gecerlilik Suresi Bilgisayar: 2 ym|, Kullanmcm: 1 ym|
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2. AD CS — Sertifika Altyapmsm Kurulumu

2.1 CA Rolt Kurulumu (Enterprise Root CA)

Active Directory Certificate Services (AD CS), PKI altyapm smnmn temelini olumturur. Enterprise Root CA
secimi, sertifikalarmn Active Directory ile entegre calmmmasmnm ve autoenrollment 6zelliminin

kullanm labilmesini sam lar.

PowerShell ile CA Kurulumu:
# AD CS rol Unu kur

I nstall -WndowsFeature -Nanme AD-Certificate -IncludeManagenment Tool s

# Enterprise Root CA ol arak yapml andmr
Install-AdcsCertificationAuthority °

- CAType EnterpriseRootCa °

- CAConmonNane ' Ot akVY- Root - CA'

- KeyLength 2048 °

- HashAl gorit hmNanme SHA256 °
-ValidityPeriod Years °
-ValidityPeriodUnits 10 °

- Force

m Dikkat: Production ortammnda Root CA'ym offline tutmak best practice'tir. Ancak SMB
olcemindeki ortamlarda online Enterprise Root CA kabul edilebilir bir trade-off'tur.

2.2 Sertifika mablonlarm Olumturma

802.1X i¢in iki ayrm sertifika mablonu olumturulur: biri NPS sunucusu (Bilgisayar/Sunucu kimlik
domrulama), dimeri domain istemcileri i¢in (Bilgisayar kimlik domrulama). Mevcut mablonlar kopyalanarak

Ozellemtirilir.

mablon 1 — NPS Server Sertifikasm:

NPS Server Sertifikasm Ayarlarm

» Kaynak mablon: Computer (Windows Server 2003 veya ustu)
* mablon Adm: NPS-Server-Auth
* Subject Name: Build from Active Directory (DNS name dahil)

» Key Usage: Digital Signature, Key Encipherment
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» Extended Key Usage: Server Authentication (1.3.6.1.5.5.7.3.1)
« Validity Period: 2 Years | Renewal: 6 Weeks
* Permissions: NPS sunucu bilgisayar hesabmna Read + Enroll

* Publish to AD: Haymr (sunucu sertifikasm, istemciler tarafm ndan dom rulanmr)

mablon 2 — mstemci Bilgisayar Sertifikasm:

Client Computer Sertifikasm Ayarlarm

» Kaynak mablon: Computer (mevcut m ablonu kopyala)

» mablon Adm: 8021X-Computer-Auth

* Subject Name: Build from Active Directory

» Key Usage: Digital Signature, Key Encipherment

» Extended Key Usage: Client Authentication (1.3.6.1.5.5.7.3.2)

« Validity Period: 2 Years | Renewal: 6 Weeks

» Request Handling: Allow private key to be exported (HAYIR — glivenlik)

 Permissions: Domain Computers grubuna Read + Enroll + Autoenroll

2.3 mablonlarmn Yaymnlanmasm

Olumturulan mablonlarmn CA lzerinden yaymnlanmasm gerekir. Bu imlem Certification Authority
konsolundan yapm Imr,

# certutil ile mablon yaymnl ama

certutil -SetCAtenpl ates +NPS-Server-Auth

certutil -SetCAtenpl ates +8021X- Conputer-Auth

# Aternatif: CA MMC > Certificate Tenplates > New > Certificate Tenplate to
| ssue

# NPS- Server-Auth ve 8021X- Conputer-Auth mabl onl armnm seg

[0 Best Practice: mablon dem imikliklerinin AD'ye yaym Imasm icin CA servisini yeniden bam latm n
veya gpupdate /force calmmtm rmn. Propagation siresi genellikle 15-30 dakikadmr.
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3. NPS (Network Policy Server) Yapmlandmrmasms

3.1 NPS Rolu Kurulumu

# NPS rol tni kur

I nstal | - W ndowsFeat ure -Nanme NPAS - | ncl udeManagenent Tool s

# NPS'i AD ye kaydet (RADIUS isteklerinin AD hesaplarmna erimebilnmesi icin)

net sh nps add regi steredserver domai n=ortakvy.|ocal server=

# Alternatif: NPS MMC > NPS (Local) > Register server in Active Directory

m Dikkat: NPS sunucusunun AD'ye kaymt imlemi kritiktir. Kaymt yapm Imadan NPS,
kullanm cm /bilgisayar hesaplarm nm dom rulayamaz ve tum 802.1X istekleri 'Access-Reject' doner.

3.2 RADIUS Client Tanmmlarm

Her switch ve Access Point, NPS'e RADIUS client olarak eklenir. Shared secret, network cihazm ile NPS
arasm nda paylammlan gizli anahtardmr.

# Power Shell ile RADIUS dient eklenme
New NpsRadi usC i ent

-Nane ' Core-Sw tch-01'

-Address '192.168.1.1'

- SharedSecret ' GQucl u_Shared_Secret _2026!"'

- Vendor Nane ' G sco'

New NpsRadi usd i ent

- Name ' AP- Fl oor 1"

-Address '192.168. 1. 10

- SharedSecret ' Gucl u_Shared_Secret _2026!"'

- Vendor Nane ' St andard'

[0 Best Practice: Her cihaz icin aynm shared secret kullanmak yonetimi kolaylam tw rmr. Kritik
ortamlarda her switch/AP grubu icin farkim secret kullanmn. Minimum 22 karakter, karmam mk secret
onerilir.

3.3 Connection Request Policy

Connection Request Policy Ayarlarm
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* Policy Name: 802.1X-CRP

* Policy Type: Grant access

* Condition — NAS Port Type: Ethernet VEYA IEEE 802.11 Wireless

* Authentication: Authenticate requests on this server (lokal NPS imler)

» Smra (Order): 1 (en yuksek oncelik)

3.4 Network Policy — EAP-TLS

Network Policy, hangi komullarda erimime izin verilecemini tanmmlar. EAP-TLS icin sertifika domrulama
zorunlu tutulur.

Network Policy Ayarlarm

* Policy Name: 802.1X-EAP-TLS-Computers

* Access Permission: Grant access

« Condition — Windows Groups: Domain Computers

« Condition — NAS Port Type: Ethernet + Wireless

* Authentication Method: EAP — Microsoft: Smart Card or other certificate

» EAP Type Sertifikasm: NPS-Server-Auth sertifikasm (CA'dan almnan)

* Certificate Validation: Verify issuer = ortakvy.local CA

« Constraints — Authentication Methods: SADECE EAP (PEAP/MSCHAPV2 im aretlenmez)

* Settings — VLAN: Opsiyonel — Tunnel-Type=VLAN, Tunnel-Medium-Type=802,
Tunnel-Pvt-Group-ID=

m Dikkat: EAP-TLS policy'de ‘Less secure authentication methods' seceneklerini (MSCHAPV2,
PAP) kesinlikle im aretlemeyin. Bu secenekler gtivenlik modelini bozar.

© 2026 Kirm at Bal Sayfa 8 VMind Bilgi ve Teknolojileri A.m .



802.1X Network Authentication — AD CS ile Kurumsal Kimlik Domrulama Kirmat Bal | kursatbal.com

4. GPO ile Sertifika Otomatik Dammtm mm

GPO Autoenrollment, domain uUyesi bilgisayarlarmn sertifika mablonlarmndan otomatik sertifika talep
etmesini samlar. Kullanm cm midahalesi gerekmez; sertifikalar arka planda alm nmr ve yenilenir.

4.1 Computer Sertifikasm Autoenrollment GPO

GPO Yolu ve Ayarlar

* GPO Adm: 8021X-Certificate-Autoenroliment

» Bam|lantm : Domain kok veya hedef OU (6rn: OU=Computers,DC=ortakvy,DC=local)

* Yol: Computer Configuration > Windows Settings > Security Settings

* > Public Key Policies > Certificate Services Client - Auto-Enrollment

* Ayar: Enabled

» Segenek 1: Renew expired certificates... (Suresi dolan sertifikalarm yenile — mm ARETLE)

» Secgenek 2: Update certificates that use certificate templates (mm ARETLE)

4.2 User Sertifikasm Autoenrollment GPO (Opsiyonel)

User Autoenrollment Ayarlarm

* GPO Yolu: User Configuration > Windows Settings > Security Settings

* > Public Key Policies > Certificate Services Client - Auto-Enrollment

* Ayar: Enabled (aynm secenekler im aretlenir)

* Not: EAP-TLS'yi bilgisayar sertifikasmyla yaptmysanmz bu adm m opsiyoneldir

* Kullanm m senaryosu: Kullanm cm bazlm kimlik dom rulama isteniyorsa aktif edin

4.3 Trusted Root CADammtmmm

m stemcilerin NPS sertifikasmna glivenebilmesi icin CA sertifikasm tim bilgisayarlara dammtmimalmdmr.
Enterprise CA ile kurulumda bu genellikle otomatik gerceklemir, ancak manuel kontrol dnerilir.

Trusted Root CA GPO Ayarlarm

* GPO Yolu: Computer Configuration > Windows Settings > Security Settings

> Public Key Policies > Trusted Root Certification Authorities
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» mmlem: Import > CA sertifikasmnm ice aktar (ortakvy-Root-CA.cer)
» Kontrol: certmgr.msc > Trusted Root Certification Authorities > Certificates

* OrtakVY-Root-CA burada goruntyor olmalm

Sertifika Dammtmmm Domrulama:
# mstenti Uzerinde - sertifikalarm listele

certutil -store My

# Bil gi sayar sertifika deposunu kontrol et
Get-Childltem-Path Cert:\Local Machine\My | Were-bject {
$_. EnhancedKeyUsageLi st -l1ike '*Cient Authentication*

} | Select-Onject Subject, NotAfter, Thunbprint

# Autoenrol | nent' m nanuel tetikle (test ig¢in)
certutil -pulse
# veya

gpupdate /force
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5. Kablosuz Am (Wireless) 802.1X Yapmlandmrmasms

5.1 GPO ile Wireless Profile Dammtmmm

GPO ile istemcilere 802.1X yapmlandmrmimmm Wi-Fi profili otomatik dammtmimr. Bu sayede
kullanm cmlarmn manuel am yapmlandmrmasm yapmasm gerekmez.

Wireless Profile GPO Ayarlarm

* GPO Yolu: Computer Configuration > Windows Settings > Security Settings
* > Wireless Network (IEEE 802.11) Policies

» mmlem: Yeni policy olumtur — 'Add' > Infrastructure

* Network Name (SSID): Kurumsal Wi-Fi SSID adm (6rn: ORTAKVY-CORP)
 Connection Type: ESS (Infrastructure Mode)

* Security: WPA2-Enterprise

* Encryption: AES (CCMP)

* Authentication: EAP

* Protected EAP Properties > Authentication Method: Smart Card or other certificate
* Certificate Issuer: OrtakVY-Root-CA (CA'nmzm secin)

» Connect automatically: Evet

 Connect even if network is not broadcasting: Opsiyonel

m Dikkat: Wireless GPO'da 'Validate server certificate’ segcenemi mutlaka imaretli olmalmdmr. Bu
secenek devre dmmm bmrakmmrsa rogue AP saldmrm|armna karmm koruma ortadan kalkar.

5.2 Access Point Tarafm Yapmlandmrmasm

AP tarafanda RADIUS sunucu bilgileri ve SSID guvenlik ayarlarm yapmlandmrm|mr. Amammdaki 6rnek
genel 802.1X destekli AP web arayizi icin gecerlidir.

AP Ayarm Demer

SSID ORTAKVY-CORP
Security Mode WPA2-Enterprise
Encryption AES

RADIUS Server IP NPS sunucu IP adresi
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RADIUS Port (Auth) 1812

RADIUS Port (Accounting) 1813

Shared Secret NPS'e girilen shared secret (aynm demer)

RADIUS Accounting Opsiyonel — aktif edilebilir

MAC Auth Bypass Devre dmmm (EAP-TLS kullanm |dm m m nda gereksiz)

© 2026 Kirm at Bal Sayfa 12 VMind Bilgi ve Teknolojileri A.m .



802.1X Network Authentication — AD CS ile Kurumsal Kimlik Domrulama Kirmat Bal | kursatbal.com

6. Kablolu Am (Wired) 802.1X Yapmlandmrmasms

6.1 GPO ile Wired Autoconfig Servisi

Kablolu 802.1X icin dncelikle 'Wired AutoConfig' servisinin calmmmasm gerekir. GPO ile bu servis otomatik
bam|atm mr.

Wired AutoConfig GPO Ayarlarm

* Servis GPO Yolu: Computer Configuration > Windows Settings > Security Settings > System
Services

* Servis: Wired AutoConfig (dot3svc) — Startup: Automatic

 Wired Policy GPO Yolu: Computer Configuration > Windows Settings > Security Settings
» > Wired Network (IEEE 802.3) Policies

e mm|em: Yeni policy olum tur

* Security Type: 802.1X

* Authentication: User or Computer authentication (veya Computer only)

* EAP Type: Smart Card or other certificate

« Validate server certificate: Evet

» Trusted Root CA: OrtakVY-Root-CA

6.2 Switch Port Yapmlandmrmasm (Cisco)

Cisco switch Uzerinde her port icin 802.1X aktif edilir. Kritik portlar i¢in (yazmcm, IP telefon) MAB (MAC
Authentication Bypass) ek olarak yapm landm rm |abilir.

! A obal RADI US yapml andmr nasm

aaa new nodel

aaa aut hentication dotlx default group radius
aaa aut horization network default group radius

aaa accounting dotlx default start-stop group radius

radi us server NPS-Prinary
address i pv4 auth-port 1812 acct-port 1813

key Gucl u_Shared_Secret 2026!

I 802.1X gl obal aktivasyon

dot 1x system aut h-control
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I Access port yapml andmrnasms
interface G gabitEthernet1/0/1
descri ption Wrkstation-Port

swi t chport node access

swi t chport access vlan 10

aut henti cation port-control auto
dot 1x pae aut henti cator

spanni ng-tree portfast

I Opsiyonel: Unauthorized VLAN (kim ik domrul ana bamarmsmzsa)
aut hentication event fail action authorize vlan 999

aut henti cati on event no-response action authorize vlan 999

[ Best Practice: Guest VLAN ve Auth-Fail VLAN yapm lands rmase, domain demm cihazlarmn
smnmrim ama erimimini samlar. Bu sayede misafir cihazlar tamamen bloke edilmek yerine
yonlendirilebilir.
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7. Test ve Domrulama

7.1 NPS Event Log Kontroll

NPS tim kimlik domrulama imlemlerini Event Log'a yazar. Bamarm|/m bamlantmlar Event ID 6272,
bamarm smzlar 6273 olarak loglanmr.

# Power Shell ile NPS | ogl armnm sorgul a
Get - WnEvent -LogNanme 'Security' | Were-Object {
$_.1d -in @6272, 6273)

} | Select-Onject TineCreated, 1d, Message | Fornmat-List

# Son 50 NPS event

Get - WnEvent -LogNane 'Security' -MaxEvents 50 | Wiere-Object { $_.1d -in
@6272,6273) }

# Event Viewer > Security Log > Filter: Event ID 6272 (success), 6273 (failure)

NPS Log Analizi:

Event ID Anlam Kontrol Edilecek Alan

6272 Network Policy Server granted access Account Name, Policy Name
(Bamarm|m)

6273 Network Policy Server denied access Reason Code — hata sebebi
(Reddedildi)

6274 Network Policy Server discarded request NPS'e ulaman ama imlenemeyen istek

6278 NPS granted full access (quarantine NAP kullanm |m yorsa
sonrasm)

7.2 mstemci Tarafm Domrulama

# Sertifika deposunu kontrol et
certngr. msc

# Personal > Certificates > 8021X-Conputer-Auth sertifikasm gorinneli

# Am baml antm durunu
netsh |l an show i nterfaces

netsh wl an show i nterfaces

# EAP durunu

netsh eap show interface
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# gpupdate ile policy ve sertifika yenile
gpupdate /force

certutil -pulse # Autoenrollnment tetikle

7.3 Smk Karmm|ammlan Hatalar ve Cozimleri

Hata / Belirti Muhtemel Sebep Cozim

Event 6273 Reason 16 Authentication failed — sertifika  mstemcide sertifika kontroli:
yok veya gecersiz certmgr.msc > Personal

Event 6273 Reason 22 Sertifika stiresi dolmum CA'da renewal kontrol et,

autoenrollment GPO'yu domrula

Event 6273 Reason 48 CA'ya guven yok Trusted Root CA GPO'nun
uygulandm mmnm domrula

NPS sertifika gdrmuyor NPS sunucusu CA'dan sertifika certmgr.msc (Local Computer) >
almamm m Personal'da NPS-Server-Auth olmalm
Switch port agm Imm yor Shared secret uyum muyor NPS RADIUS client ve switch

config'deki secret'm karmm|amtmr

Wired 802.1X ¢calm m mmyor dot3svc servisi calmm mmyor services.msc > Wired AutoConfig >
Automatic + Start

GPO uygulanmm yor gpresult /r cm ktm smnda policy OU bamlantmsmnm ve filtre
yok ayarlarm nm kontrol et
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8. Sonuc ve Best Practice Ozeti

802.1X + AD CS + NPS kombinasyonu, kurumsal amlarda port tabanim erimim kontroll icin en olgun ve
guvenilir gézumlerden birini sunmaktadmr. Sertifika tabanlm kimlik domrulama sayesinde parola odakim
saldm rm vektorleri devre dmmm kalmr; GPO autoenrollment ile operasyonel yik minimumdur.

Best Practice Kontrol Listesi:

AD CS
m Enterprise Root CA — SHA256, 2048-bit minimum
m Sertifika mablonlarm nda minimum gerekli izinler (Domain Computers: Enroll + Autoenroll)
m m ablon gecerlilik stiresi makul (bilgisayar 2 ym|, kullanmcm 1 ym|)
m Private key export izni kapalm

NPS
m NPS'i AD'ye kaymt et (netsh nps add registeredserver)
m Her RADIUS client icin giicli ve benzersiz shared secret
m Sadece EAP-TLS kabul et, zaymf metodlarm devre dumm bmrak

m NPS sertifikasmnmn FQDN'i ile uyumlu SAN icermesini samla

GPO
m Autoenrollment her iki kutucumu da im aretli olmalm
m Wireless/Wired policy'de 'Validate server certificate’ acmk
m Trusted Root CA GPO ile dammtm|immm
m Wired AutoConfig servisi otomatik bam latma

Network
m Switch/AP'lerde auth-fail VLAN tanm mim (misafir/bilinmeyen cihaz izolasyonu)
m NPS sunucusuna erimim icin glvenlik duvars: UDP 1812, 1813
m Printers, IP phones icin MAB (MAC Auth Bypass) ek dnlem olarak yapmlandm rm |

m NPS log'larmnm dizenliizle (SIEM entegrasyonu 6nerilir)

Mimari Ozeti:
Katman Bilemen
PKI AD CS — Enterprise Root CA Sertifika Uretimi ve yonetimi
Auth Server NPS (Network Policy Server) RADIUS — kimlik dom rulama kararm
Policy Active Directory + GPO Sertifika dam mtmmm + network profile
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Authenticator Switch / Access Point Port erimim kontroli

Supplicant Windows 10/11 Domain PC EAP-TLS ile kimlik kanm tlama

Bu dokiiman Kurm at Bal tarafmndan VMind Bilgi ve Teknolojileri A.m. biinyesinde gerceklemtirilen ortakvy.local ortamm 802.1X
deployment deneyimine dayanarak hazmrlanmmmtmr. Tim haklarm saklm dmr. kursatbal.com
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